QUANTUM MATERIAL, TECHNOLOGIES AND COMPUTING

There are significant long and short-term benefits for Australia’s military capability through Quantum technologies. In the short term, advances in PNT and sensing will most likely give a
capability advantage. In the long term, quantum computing could see the next technological leap in computing and communications. Australian academics and industry must cooperate
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to ensure that Australia can develop the sovereign capabilities that will allow the Australian military to access cutting-edge quantum technology to be employed in support of the

Australian Government’s strategic direction.
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Undersea Warfare

Secure communication systems will enable stealth operations, while
quantum-enabled position, navigation and timing will provide greater
operational flexibility while overcoming weaknesses in using GPS. In
the long term, quantum computing will be necessary to process the
vast amount of intelligence data collected by and in support of assets
conducting undersea warfare.

Maritime Capabilities for Sea Denial and Localised
Sea Control Operations

Quantum technologies will support secure communications, enhancing
Command and Control and operational outcomes. In addition,
quantum-enabled position, navigation and timing will provide greater
operational flexibility in GPS-denied environments.

Targeting & Long-Range Strike

An integrated targeting capability relies on the availability of accurate
position, navigation, and timing data communicated over secure means.
Accessing quantum-enabled secure communications and targeting
data will support Defence in conducting operations in a contested
environment, providing operational flexibility.

Space & Cyber

Using offensive cyber techniques will provide a long-range strike
capability beyond traditional kinetic means and with the added benefit
of limiting the exposure of ADO forces to an enemy’s weapons.
Developing Cyber strike capabilities is fundamental to holding the
adversary at risk.

Amphibious Capable Combined-Arms Land
System

Quantum-enabled position, navigation and timing will support
operations in GPS-denied environments and enhance strike operations’
accuracy. Additionally, secure communications underpinned by
quantum technologies will support operations through greater resilience
to compromise.

Expeditionary Air Operations

Similar to operations in the Land and Maritime Domain, quantum
technologies will enhance Expeditionary Air Operations through the
provision of resilient communications and position, navigation and
timing in contested environments.

Theatre Command and Control

Quantum technologies will enhance all operations through facilitating
C2 providing secure communication that will protect mission planning
and execution as well as enabling advanced offensive cyber
techniques.



